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Red & Blue Team Operations (Offensive & Defensive

Security);

Web & Infrastructure Penetration Testing;

Vulnerability Management & Risk Assessment;

SIEM, EDR & XDR (Monitoring & Incident Response);

IDS/IPS, Firewalls, VPNs & Network Security;

Cloud Security (AWS, Azure);

DevSecOps & Security Automation (CI/CD);

Cryptography & Digital Forensics;

Security Compliance (ISO 27001, NIST, CIS Controls);

Security Awareness Training & Documentation;

Windows/Linux Server Hardening  & Administration;

Portuguese – Native
English – Fluent

CRTA – Certified Red Team Analyst (CWL)

Cisco – Ethical Hacking

EC-Council – Ethical Hacking Essentials (EHE)

Udemy – Certified Ethical Hacker (CEH Prep)

CerBest – Linux Essentials

Udemy – SOC & Threat Hunting

Udemy – SIEM (EDR & XDR)

Udemy – Wireshark for Network Analysis

Udemy – Network & Firewall Administration

(PfSense, Fortigate)

Udemy – Zabbix & Grafana for Monitoring

Skillfront -  ISO/IEC 27001

Focused on application and system development using Java, C++, Python, and JavaScript.
Studied data analysis, software testing, including unit, integration, and acceptance tests.

Designed and developed software solutions and algorithms for desktop applications.
Built applications with database integration using Java, C#, and Python, focusing on
performance and reliability.
Applied software development best practices and problem-solving techniques to optimize
system functionality.

System and Network Development Analysis
Senac • 2017–2019

Cybersecurity Analyst with 5+ years of experience in vulnerability
management, DevSecOps, and security operations. Skilled in Red and Blue
Team practices, incident response, and endpoint security (SIEM, EDR, XDR).
Strong background in cloud security (AWS, Azure), system hardening
(Linux/Windows), and automation. Experienced with MITRE ATT&CK, CIS
Controls, and ISO 27001 frameworks to enhance organizational resilience.

C Y B E R S E C U R I T Y  A N A L Y S T

P R O F E S S I O N A L  P R O F I L E
S K I L L S

L A N G U A G E S

C E R T I F I C A T I O N S

E D U C A T I O N

CAIO HENRIQUE

Administered and secured networks and servers (physical and virtual), applying
cybersecurity best practices.
Managed virtualization platforms (VMware, Hyper-V, VirtualBox) for optimized
performance.
Conducted penetration tests, security audits, and vulnerability remediation.
Monitored systems and networks using Zabbix, Grafana, Wireshark, Wazuh, SIEM,
OpenVAS, Nessus, OWASP ZAP.

Managed Zabbix and Grafana for network and security monitoring.
Deployed and maintained firewalls and VPNs to protect corporate networks.
Identified and remediated vulnerabilities using Dnsenum, Nessus, Wireshark, and Wazuh.
Administered Windows and Linux servers, applying patches and monitoring logs.
Conducted cybersecurity training and awareness programs.

VoltSports

Software Engineering

Global Estratégias Financeiras

Security Engineer I • Jul 2023–Aug 2024

Uninter • 2024 – (Ongoing)

Information Security • Jan 2021–Jul 2023 

Design and optimize DevSecOps pipelines, seamlessly integrating security into CI/CD
workflows.
Automate security operations and proactively manage vulnerabilities across complex
environments.
Detect, analyze, and respond to threats using advanced SIEM, EDR, and XDR platforms.
Implement offensive and defensive strategies, hardening Windows/Linux servers using CIS
Controls, MITRE ATT&CK, and ISO 27001 frameworks.

Frete.com
Cybersecurity Analyst • DevSecOps Set 2024 - (Current)
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